
Cryptocurrency & 
Blockchain



• “The global economy is inevitably moving towards a digital eco-system. 
From investment to money transfer, everything is going paperless. The 
newest and most promising addition to the digital payment sector is 
cryptocurrency. 
 
A cryptocurrency is a medium of exchange like normal currencies such 
as USD, but designed for the purpose of exchanging digital information. 
Cryptocurrency is defined by Investopedia.com as a decentralized 
“digital or virtual currency that uses cryptography for security” making it 
difficult to counterfeit. Since it is not issued by a central authority, 
governments can’t take it away from you. 
 
Over the last couple of years, digital currency has been rapidly gaining 
the public eye.” 

• Read more at: 
 
https://economictimes.indiatimes.com/articleshow/61184608.cms?
utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst

https://economictimes.indiatimes.com/articleshow/61184608.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst


‘hours’ as currency
• Think of the baby-sitting club: 
 
If I sat for a family, I earned ‘hours’ that I could use to 
get someone to sit for me. 

• What was the value of an hour of my sitting? 

• Does it matter? 

• What if we gave out paperclips to represent hours? 

• How would I know if they are ‘hours’ or just paperclips?



… the food coop …
• Imagine Fred sets up a food coop. Food will be 

bought in bulk and sold to members. People pay a 
small amount to be a member. By sharing, everyone 
saves on food costs. 

• What about Fred? does he make a profit? 

• and the members? as more people join, does the cost 
of food change? do they gain an advantage they 
could sell to someone else? 

• Does the coop have value?



in the club or the coop,

• who owns the ‘hours’, the ‘paperclips’? 

• who owns the increase in savings on food?  

Who decides the rules for the currency?



Common law land transactions

• pieces of paper were fitted together - very very 
difficult to fake one… 

• a collection of papers, a chain of transactions… 

• today, it’s a ‘transaction blockchain’ 

• “Blockchain technology ensures secure digital transactions 
through encryption and “smart contracts” that make the entity 
virtually unhackable and void of fraud.”



Ownership

• Whoever owns the ‘coins’ is their owner - there is 
no centralised owner, no promise to pay - a 
payment is a transaction and it is recorded in the 
public ledger - encrypting who owns what after 
the transaction - cryptocurrency is decentralised 

• sovereign currency is controlled by someone - 
the govt? and owned by someone - the bank?



Traditional currency

• sovereign currency is controlled by someone - 
the govt? and owned by someone - the bank? 

• e.g. Australian dollars  
• a promise to pay (supported by the law of the land - in India 

they cancelled lots of notes) 

• drawn on a bank (the Reserve Bank of Australia)



• Cryptocurrency works a lot like bank credit on a 
debit card.  

• In both cases, a complex system that issues 
currency and records transactions and balances 
works behind the scenes to allow people to send 
and receive currency electronically.  

• Likewise, just like with banking, online platforms can 
be used to manage accounts and move balances. 
The main difference between cryptocurrency and 
bank credit is that instead of banks and 
governments issuing the currency and keeping 
ledgers, an algorithm* does. 

*an algorithm is like a digital robot - a set of rules



• What is cryptocurrency?

• Cryptocurrency is best thought of as digital 
currency (it only exists on computers). It is 
transferred between peers (there is no 
middleman like a bank). Transactions are 
recorded on a digital public ledger (called a 
“blockchain”). Transaction data and the ledger 
are encrypted using cryptography (which is why 
it is called “crypto” “currency”).



• It is decentralized, meaning it is controlled by users 
and computer algorithms and not a central 
government.  

• It is distributed, meaning the blockchain is hosted on 
many computers across the globe. Meanwhile, 
cryptocurrencies are traded on online cryptocurrency 
exchanges, like stock exchanges.  

• Bitcoin (commonly traded under the symbol BTC) is 
one of many cryptocurrencies; other cryptocurrencies 
have names like “Ether (ETH),” “Ripple (XRP),” and 
“Litecoin (LTC).”  

• Alternatives to Bitcoin are called “altcoins.”



The following are from the Blockchain  in  Education 
study of the European Commission's Joint Research 

Centre's (JRC) unit B4 –Human Capital and Employment.

Key Advantages of Blockchain Technology

• From  a social  perspective,  blockchain  technology  offers  significant  possibilities  beyond those 
currently available. In particular, moving records to the blockchain can allow for: 

• —Self-sovereignty,  i.e. for users  to identify  themselves  while  at  the  same  time maintaining control 
over the storage and management of their personal data; 

• —Trust,i.e. for a technical infrastructure that gives people enough confidence in its operations  to  
carry  through  with  transactions  such  as  payments  or  the  issue  of certificates; 

• —Transparency & Provenance, i.e. for users to conduct transactions in knowledge that each party has 
the capacity to enter into that transaction; 

• —Immutability,  i.e. for  records to  be  written  and  stored  permanently,  without  the possibility of 
modification; 

• —Disintermediation, i.e. the removal of the need for a central controlling authority to manage 
transactions or keep records; 

• —Collaboration, i.e. the ability of parties to transact directly with each other without the need for 
mediating third parties.



• (a) Blockchain technology will accelerate the end of a paper-based system for certificates.Any 
kinds of certificates issued by educational organisations, in particular qualifications and records 
of achievement,can be permanently and reliably secured using blockchain technology.  

• More advanced blockchain implementations could also be used to automate the award, 
recognition and transfer of credits…, 

• (b) Blockchain technology allows for users to be able to automatically verify the validity of 
certificates directly against the blockchain, without the need to contact the organisation that 
originally issued them. Thus, it will likely remove the need for educational organisations to validate 
credentials. 

• This  ability  to  issue  and  then  reliably  validate certificates automatically  can  also  be 
applied to other educational scenarios. Thus, one can imagine certificates of accreditation 
being issued to institutions by quality assurance bodies, or licences to teach being issued to 
educators, with all of these being publicly available and verifiable by any user against a 
blockchain. 

• (c) We find that the ability of blockchain technologies to create data management structures 
where users have increased ownership and control over their own data could significantly reduce 
educational organisations’ data management costs, as well as their exposure to liability resulting 
from data management issues. 

• (d) Finally, we find that blockchain-based cryptocurrencies are likely to be used to facilitate 
payments within some institutions. The ability to create custom cryptocurrencies is also likely to 
mean that blockchain will find significant use in grant or voucher-based funder of education in 
many countries



• Simply put, a blockchain is a distributed ledger that provides a way for 
information to be recorded and shared by a community.  

• In this community, each member maintains his or her  own copy of the 
information and all members must validate any updates collectively.  

• The  information  could  represent  transactions,  contracts,  assets,  
identities,  or  practically anything else that can be described in digital form.  

• Entries  are  permanent,  transparent,  and  searchable,  which  makes  it  
possible  for community members to view transaction histories in their 
entirety. Each update is a new “block” added to the end of a“chain.”  

• A  protocol  manages  how  new  edits  or  entries  are  initiated,  validated,  
recorded,  and distributed. With blockchain, cryptology replaces third-party 
intermediaries as the keeper of  trust,  with  all  blockchain  participants  
running  complex  algorithms  to  certify  the integrity of the whole. 

Note: there are a number of blockchains…. Bitcoin is one of them…



• Ledgers  are  tools  by  which  one  can  
determine  the  owner  of  an  asset  at  any point  
in  time. They  perform  this  function  by  serving  
as  a  central  authoritative  list  of transfers of 
the asset in question.  

• In  a  system  or  society  that  has  agreed  to  
use  a  ledger  to determine  ownership  of  a 
particular  asset,  all  that  is  required  to  
transfer  ownership  between  two  parties,  is  to 
make an entry in the ledger indicating that this 
has happened



• Blockchains  are  public ledgers  recording  groups  of  
transactions,  otherwise  known  as blocks, which are linked 
together cryptographically in a linear temporal sequence.  

• Other key  properties  associated  with  a  blockchain - 
security,  immutability,  programmability - depend on the 
architecture of the blockchain and the character of the 
consensus protocol it runs by  that  blockchain.   

• Some  blockchains  are  structured  to  facilitate  peer-to-peer 
transactions  across  non-hierarchical  nodes;  this  is  known  
as  a  “distributed”  network structure. Some blockchains, like 
the Bitcoin blockchain, also ensure the immutability of their 
ledgers through their unique consensus protocol.  

• To identify who owns a specific asset, a party needs simply to 
consult the ledger to check who is its most recent owner. 



A blockchain is a ledger linking sequential “blocks” of transactions whereby:

• —Every  person  who  wishes  to  trade  any  asset  across  a  private or  public  network requires  access  to  
the  network.  This  access  occurs  via  a  software  application  that mediates  between  user  and  
blockchain.  The  software  application,  often  called  a “wallet,”  can  be  installed  directly  on  a  device  or  
accessed  via  a  web  browser.  

• Depending  on  how  it  is  designed,  a  blockchain  wallet  can  be  used  to  send  and/or receive 
digital assets. Some wallets allow for direct transacting without a mediating third-party, while other 
wallets are run by third parties who maintain custodianship of users’ digital assets on their behalf. 

•  —Those  users  wishing  to  participate  in  validating  transactions  through  consensus must  generally 
install  the blockchain  software  on  their  device.  This  is  used  to write to the ledger, store an entire copy of 
the entire ledger and keep all the copies of  the  ledger  perfectly  synchronised.   

• Because public blockchains  allow  anyone  to install  the  software  and  have  a  copy  of  the  entire  
ledger,  anyone  can  transact directly  on  the  Blockchain  within  the  network,  and  no  third parties  
can  impose conditions   for   access. In   permissioned   blockchains,   a   centralized   authority 
determines who has access to run a node and participate in the consensus process. 

• —The   transaction-records,or   blocks,in a blockchain   are   linked   together cryptographically, rendering 
them tamper-proof.  

• Unlike records in digital databases, which  can  be  altered,  once  a  transaction  is  recorded  and  
time-stamped  on  the Blockchain, it is impossible to alter it, or delete it. 

• —The blockchain  records  the  fact  of  the  transaction,  that  is,  what  has  been transferred,  the  parties  
involved,  as  well  as  structured  information  (metadata) related  to  the  transaction and a  cryptographic  
hash  (“digital  fingerprint”)  of transaction  content.  

• This unique  signature is  used  to  verify  transactions  later:  if someone alters the transaction content, 
its resulting unique code no longer matches the  version  that  is  on  the  chain,  and  the  blockchain  
software  will  highlight  the discrepancy.



In  a  blockchain,  each  block  of  transactions  issecured  by  
including  a  hash  of  the information block, as well as of the previous 

block, thus allowing all parties to guarantee that none of the 
transactions has been modified or tampered with. 



Public and Private Keys

• A public key is  effectively  a publicly  available  ID-number 
which  can  be  used  to identify a person. 

• A private key is  effectively  a password,  which  has  been 
mathematically  linked  to the public key.  

• When  using public/private  key  pairs,  a  user  can  
authenticate  that  they  are  truly  the ‘owner’ of a public key 
by entering their private key details into the software; this will, 
in turn, check if the two keys are truly mathematically linked. 

• This  function  cannot  be  practically  run  in  reverse –that  
is,  it  is  nearly  impossible  to generate the private key if one 
only has information about the public key





put simply:



Building a blockchain

The integrity of the chain is assured using two sets of hashing: 

• —All transactions within a block are compressed and anchored to the 
block by using a special hash function called a Merkle root. That hash 
is included in the header of the block. 

• —The  header  of  each  block  also  includes  the  hash  of  all  the 
information  in  the previous block



Security
• Hacking  the  chain  would  require not  only  changing  the  transaction,  but  

also recalculating  and  changing  the  header  information  of  every  block  
created  since  that transaction,  and  doing  so  on  over  half  the  computers  
on  the  network – a  highly impractical proposition.  

• For  larger  blockchains  it  becomes  effectively  impossible  to  change  any 
transactions because: 

• a)it would require impractically-large amounts of computer processing 
power to do so; and 

• b)as  the  number  of  blocks  on  the  chain  is  ever-increasing,  the  
amount  of  computing power required to make such a change is also 
always increasing.  

• This  is  an  important  consideration:  advances  in  computing  power  will not 
suddenly compromise or make the security of the blockchain obsolete.



• —All  parties  involved  in  a  transaction,  and only  those  parties,  must  provide  their 
consensus before a new transaction record is added to the network. All other nodes in 
the network will only verify that the two parties have the appropriate capacity to enter  
into  the  transaction.    Thus,  as  soon  as  one  party  agrees  to send  the  asset, and  
the and  the  other  party  agrees  to  receive  the  asset,  and  the  nodes  verify  that  
each party has the capacity to conduct the transaction, it is completed.  

• —All computers in the network continually and mathematically verify that their copy of  
the blockchain  is  identical  to  all  the  other  copies  on  the  network.  The  version 
running on the majority of computers is assumed to be the ‘real’ version, so the only  way  
to  ‘hack’  the  records  would  be  to  take  control  of  over  half  of  the computers on 
the network.For a blockchain running on thousands (or even, in theand  the  other  party  
agrees  to  receive  the  asset,  and  the  nodes  verify  that  each party has the capacity 
to conduct the transaction, it is completed.  

• —All computers in the network continually and mathematically verify that their copy of  
the blockchain  is  identical  to  all  the  other  copies  on  the  network.  The  version 
running on the majority of computers is assumed to be the ‘real’ version, so the only  way  
to  ‘hack’  the  records  would  be  to  take  control  of  over  half  of  the computers on 
the network.For a blockchain running on thousands (or even, in the 24future,millions)of 
computers, as public blockchains like Bitcoin and Ethereum do,this would-be a near-
impossible task.  Destroying the ledger entirely would require deleting every copy of it in 
the world.



For more see…

• http://publications.jrc.ec.europa.eu/repository/
bitstream/JRC108255/
jrc108255_blockchain_in_education(1).pdf

http://publications.jrc.ec.europa.eu/repository/bitstream/JRC108255/jrc108255_blockchain_in_education(1).pdf

